Zoner

Sprava SSL certifikatu

v End User Portalu

Thawte |GeoTrust | RapidSSL

Pripravili jsme pro vas podrobny navod jak vyuzit moznosti spravy
vydaného SSL certifikatu, kterou nabizi pro své produkty certifikacni
autority Thawte, GeoTrust a RapidSSL.
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Vyuziti End User Portalu

Rozhrani End User Portal slouzi pro zobrazeni informaci o certifikatu
s 4 r 4 o] . s
a provedeni zakladnich ukonu s certifikatem.

Certifikat je mozné si z portalu stdhnout v nékolika formatech. Ke stazeni
jsou také velice dllezité Intermediate certifikdty, které je nutné
nainstalovat na server spolu s vystavenym SSL certifikdtem. Je tak
zajist&na plna divéryhodnost certifikatu.

SSL certifikat je mozné v End User Portalu zdarma pregenerovat.
Tato moznost je dllezitd pro pfipad, kdy je ztracen privatni kli¢
k certifikatu nebo je problém certifikat sparovat s vefejnym klicem na
serveru. Certifikacni autorita na zakladé nového CSR pozadavku
vygeneruje nahradni certifikdt a plvodni zrudi (revokuje). M&ni se pouze
datum vystaveni certifikatu, nikoliv expirace a obsazené informace.

V krajnim pripadé je mozné v End User Portalu provést zruseni (revokaci)
certifikatu. Tuto mozZnost doporucujeme pouzit pouze v pripadé, ze byl
certifikat prokazatelné kompromitovan a privatni kli¢ je v nepovolanych
rukou. Zruseni certifikatu je okamzité a bez nahrady.

End User Portal pro SSL certifikaty Thawte, GeoTrust a RapidSSL slouzi
pouze k zakladnim Ukonlm s certifikatem.

V pripadé SSL certifikdtu Symantec nabizi portal i nadstandardni funkce.
Souhrnné se nazyvaji Norton Secured Seal Services a v portalu je
mozné nastavit funkce Search-In Seal, Vulnerability Assessment
(Posouzeni zranitelnosti) a Malware Scan. Vice informaci o SSL
certifikdtech Symantec a jejich exkluzivnich funkcich naleznete na
strankach sslmarket.cz.
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Ziskani pristupu do portalu
Pro pristup do rozhrani End User Portal je tfreba pozadat certifikacni
autoritu o zaslani doéasného pristupu, ktery je z bezpeénostnich divodd

platny jen nékolik dni. Autorita vam po vyzadani posle odkaz slouzici
pro pristup na e-mail.

Navstivte uvedeny odkaz a vyplnte udaje ve formulari.

https://products.thawte.com/orders/orderinformation/authentication.do

thaWteTMm User Portal

its a trust thing

# Code does not match with the image code.

User Authentication

The first phage in this process is to identify the applicable orders. You must enter the order ID or the domain name for the order and then any one of the two «

Fully qualified domain name or commaon name:
Or

Order IOn

Email address:

Image number:

About thawte | Consumer Awareness | @ thawte, Inc. 1995-2012 | Repository | Privacy Policy | Legsl Motices

thawte is a leading global Certification Authority. Cur 351 and code signing digital cerificates are used globally to secure servers, provide da

de data
enoryption, suthenticate users, protect privacy and assure online identifies through stringent authentication and verification processes. Our 550

certificates include Wildoard 351 Cedtificates, 3GC SuperCerts and Extended Validation S5L Certificates.

Do pole Common name zadejte presny nazev domény, pro kterou byl
vas certifikdt vystaven. Do pole Email address vyplite e-mailovou
adresu technického kontaktu, na kterou autorita certifikdt poslala.
Nakonec vepiste Cislo na obrazku do pole Image number.

Kliknéte na tlac¢itko Continue a pokracujte dalSim krokem.
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https://products.thawte.com/orders/orderinformation/authentication.do
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Nyni uvidite detaily objednavky, kterou systém nasel. Objednavek zde

v

muUzZe byt vice, zejména pokud jste certifikat jiz nékdy obnovili.

thawtem,,, User Portal

its a trust thing

Order Information

The following is the list of orders for the specified search criteria. Please select the order you want to view.

Expiration
Date

2952404 08/22/2012 08/24/2013 RapidS5L Wildcard * explorer.cz Reguest Access

Order ID Order Date Product Domain  View Order Information

About thawte | Consumer Awsreness | ® thawte, Inc. 1995-2012 | Repasitory | Privacy Policy | Legal Motices

Vyberte konkrétni certifikat, ke kterému chcete ziskat pristup a kliknéte
na Request Access. Systém autority vam nasledné odesSle na e-mail
zpravu s odkazem, pres ktery se dostanete do End User Portalu prislusné
certifika¢ni autority.

Upozorfiujeme, Ze tento odkaz je doCasny a ma platnost pouze nékolik
dni. Po expiraci odkazu je nutné projit autorizacnim koleckem opét
od zacatku.

Dllezita informace:
Pro zajisténi pristupu do portalu se pro vsechny SSL certifikaty pouZziva
rozhrani od spole¢nosti THAWTE.
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Moznosti dostupné v End User Portalu

V rozhrani End User Portalu lze zobrazit informace o certifikatu, stahnout
jej spolu s Intermediate certifikdty nutnymi pro spravnou instalaci,
a napriklad zadat pregenerovani certifikatu.

Pod nabidkou View Order Information jsou uvedeny detaily certifikatu
a datum jeho expirace.

v Symantec. userPortal

View Order Certificate Information

Information

View Certificate

Information . B

Replace Certificate Detail

Certificate Common Name: i |

R k

C:r‘;;i:ate Organization: =m mu Locality: Prague

Update Contact Organizational Unit: State: Prague

Information Server Type: other Country: CZ

Vi Seal

Il:l?;m‘::iun Reissued: No Status: Active and Valid
Malware Scan Start Date: 0aM 7211 Expiration Date: 104152012

Results

Vulnerability . .
Scanning Certificate Show Certificate

Seal Preferences Formats: | X509 Cerfificate [« |
Vulnerability

Assessment 101
Knowledge Base

Additional Certificates

{Must be inztalled with your cerificate)

Language
Formats: | Apache Bundle El
English - Engligh El Certificate Issuer Show Certificate

Intermediate CA 1 Show Certificate

Contact Us | Gareers | Legal Notices | Privacy | Repository | ®1985-2012 Symantec, Inc. All rights reserved.

Symantec (Masdaq: SYMC) operates digital infrastructure that ensbles and protects billions of interactions across the world's veice and data networks. Symantec
offerings include S5L, SSL Certificates, and digital content solutions, Extended Validation, two-factor suthentication, identity protection, managed network
security, public key infrastructure [PKI), security consulting, information management, and sclutions for intelligent communications, and content.

www.ssIlmarket.cz
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Pod Order Information jsou zobrazeny detaily objednavky certifikatu,
jako informace o spolecnosti zadatele a kontakty objednavky.

v Symantec. userPortal

View Order
Information
View Certificate
Information

Replace
Certificate
Revoke
Certificate
Update Contact
Information
View Seal
Information
Malware Scan
Results
Vulnerability
Scanning
Seal Preferences

Vulnarability

Assessment 101
[F Knowledge Base
Malware
Prevention

Malware
Bemoval
Malware
Resources
Seal
Installstion

Language

Englizh - Englizh

[=]

Order Information

Product:
Order Status:
Order Date:

Secure Site Pro with EV Domain:

Completed Order ID:
2011-Aug-1 10:18 GMT
Order Complete Date: 2011-Aug-1812:24 GNT
Special Instructions: Renewal:

Number of

Validity Period: Servers:

14 menth(s)

Free Trial: No

Contacts

Organizational: Technical:

[ Re-send Fulfillment Email

Authentication Status

Order Complete:

Order Cancelled:

W

TER
Na

W

TES

This section tracks the authentication steps that must be completed before we can issue this erder. If the order or
additional information was submitted recently, it may take up to one business day for the information to appear or be

updated.

Authentication Step Status Last Updated
Verification Completed Aug 17, 2011
Proof of Organization Completed Aug 17, 2011
Proof of Domain Completed Aug 17, 2011

Registration

Symantec Website Security Services Status for SSL

Vulnerability Scanning Status
Scan Status: Mot Activated

Malware Scanning Status

Seal Preferences Status: Symantec VWebsite Security Services
enabled and Marketing Services enabled

www.ssIlmarket.cz
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Rozhrani End User Portalu Ize vyuzit také pro pregenerovani
certifikatu, takzvané Reissue. Certifika¢ni autorita muUZe na zdakladé
nového CSR requestu vygenerovat zdarma novy certifikat s novym datem
vystaveni. Plvodni certifikdt je po vystaveni pfegenerovaného zrusen
(revokovan).

Samotné pregenerovani probihd automaticky, u certifikdtd s doménovym
ovérenim (DV) je tfeba znovu potvrdit e-mail zaslany na ovérovanou
doménu. Certifikdty s rozSirenym ovérenim (OV iEV) podléhaji pfi
pregenerovani ruéni kontrole a Ukon proto miZe trvat déle, nebot
je organizacni kontakt znovu telefonicky kontaktovan a ovéren.

Dialog pregenerovani (reissue) je velice jednoduchy - do urleného pole
Enter CSR vlozite novy CSR request a formular potvrdite.

v Symantec. userPortal

Language

English - English [=]

Enter CSR

After generating your server's Certificate Signing Request as described in Generate CSR | paste the CSR in the form below. Please make sure that it contains

What does a CSR look like?
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----- END NEW CERTIFICATE REQUEST—

Certificate Signing Reguest

Radi vam poradime s vybérem spravného certifikatu pro vas web nebo
s jakymkoliv dotazem. Nevahejte se obratit na zakaznickou podporu
sslmarket.cz, kterd je vam k dispozici nonstop na telefonnich Cislech
603 196 637, 543 257 018 a e-mailu admin@zoner.cz.
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